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The Automate-Approve-
Escalate Matrix For SAP
Job Failures

Classify Every Recovery Scenario In Your SAP Estate Using 5
Factors

INSIDE THIS PAPER

® The 9-stage Human Recovery Layer behind every failed job
® A 5-factor matrix to automate, approve, or escalate any recovery scenario

® A self-scoring readiness assessment for your SAP estate
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The 2 AM Problem

At 2:07 AM a critical SAP background job fails during the overnight batch window. The alert
reaches the support team without context: no indication of whether the failure affects finance,
supply chain, manufacturing, or reporting. A Basis consultant opens the job log. An application
owner checks the business impact. An infrastructure engineer validates the server. A ticket
gets created, the job owner gets a phone call, and approval is requested before anyone
touches the restart. The job failed in under 30 seconds. The organization spends the next hour
deciding what to do about it.

The same incident produces two different problems. For the operations team, it is a
reconstruction exercise: assembling context from scattered logs, finding the person who has
resolved this failure before, and choosing a restart point without certainty about downstream
consequences. For the CIO, it is an exposure: a business-critical process stopped, recovery
depending on who answered the phone, and evidence assembled after the fact.

The biggest risk in SAP background job operations is not job
failure. It is an operating model that cannot respond without
human coordination.

Most enterprises have automated job execution thoroughly. Almost none have automated
what happens when execution stops. This paper names that gap, measures what it costs, and
provides a matrix for deciding which failures should recover automatically, which need human
approval, and which must escalate to specialists.

THE DISPROPORTION

30 sec — job fails 60 min — detection, context gathering, ownership search, decision, approval, restart
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Monitoring Is Not Recovery

SAP operations tooling has solved the first half of the problem. Jobs start on schedule, failures
become visible, and alerts reach the right channel within seconds. What the standard stack
does not define is everything after the alert: who acts, what recovery path is safe, who approves
it, how the process resumes, and how the outcome gets proven. The market measures
automation by execution coverage, and by that measure most enterprises look mature.
Measured by what happens after an exception, most are still manual.

The gap is visible in how failures surface. New Relic's 2025 Observability Forecast, a survey of
more than 1,700 IT and engineering leaders, found that 41% of leaders still learn about service
interruptions through customer complaints, incident tickets, or manual checks. Detection

tooling is everywhere, yet the response still runs on people noticing, translating, and
coordinating.

Capability What The Enterprise Gets m

Scheduling The job starts at the planned time Solved
Monitoring The team knows the job failed Solved
Alerting The failure reaches the right channel Solved
Recovery orchestration The enterprise knows and executes what happens next

The enterprise controls who approves and performs

Governance .
each action

The enterprise confirms the business process

Validation
recovered

THE MARKET REALITY

The market has noticed the gap and answered it with capability. Legacy workload automation
vendors now advertise automated remediation, self-healing, and human-in-the-loop
governance, and the features are real. What none of them provides is the decision layer above
the features: which of your failures are safe to automate, which require approval and from
whom, which must escalate to specialists, and by what rule you decide. Those answers are
specific to your estate, your processes, and your risk tolerance. No platform ships them,
because they are not a platform capability. They are an operating-model decision, and today, in
most enterprises, nobody owns it.

The rest of this paper maps the 9 stages of manual recovery work hiding inside that gap,
provides the 5-factor matrix for deciding which failures to automate, approve, or escalate, and
includes a scorecard to rate your own estate.

runsymphony.com 2/


https://newrelic.com/resources/report/observability-forecast/2025
https://newrelic.com/resources/report/observability-forecast/2025

mpeh&ny

The Human Recovery Layer

The Human Recovery Layer is the set of manual activities an enterprise must perform after
automation stops working. It begins the moment a scheduler or monitoring tool reports a
failed SAP background job, and it ends only when the business process behind that job has
demonstrably completed, with evidence to prove it. Every enterprise running SAP at scale
operates this layer today. Almost none have named it, measured it, or designed it: the work
lives in the heads of experienced people, in chat threads, in restart spreadsheets, and in
whoever answers at 2 AM.

THE 9 STAGES - 1 -5
Detection
The failure becomes known: an alert fires, a chain stops, or a downstream team reports missing
data.
Context

Someone assembles what the alert did not carry: the business process behind the job, the
systems involved, and what waits downstream.

Ownership

The organization finds who acts, usually by searching: group messages, calls, and the hunt for
the person who has seen this failure before.

Decision

A recovery path gets chosen: restart, restart one step, skip, suspend, or escalate, with
confidence depending on stages 2 and 3.

Approval

Consequential actions wait for a human with authority to accept the risk, and finding that
person at night is its own workflow.

Shaded stages: where the coordination cost lives (stages 2 - 6).
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The Human Recovery Layer

THE 9 STAGES - 6 -9

Execution

The corrective actions run, often across systems the scheduler does not control, which is why
they fall back to manual work.

Restart

The job, step, or chain resumes. Rerunning a full chain when one step failed reprocesses
completed work; restarting the wrong step makes things worse.

Validation

Someone confirms recovery happened: technically, the job finished green; commmercially, the
invoices posted and the ledger balanced. A green status answers only the first.

Evidence

The record gets written: what failed, who decided, who approved, what ran, what proved
completion. Done manually, it happens after the fact and differently every time.

Why It Stays Invisible

The layer does not appear in standard reporting. Scheduler dashboards show job outcomes,
ITSM reports show ticket volumes, and neither shows the coordination work in between, so
leadership sees uptime while the night shift lives the dependency. And the layer does not
scale: every stage from context to evidence consumes human attention, so recovery capacity
stays fixed while landscape complexity grows with every new integration and chain.

This is why automation coverage can look high while operational
dependency stays high. An enterprise can automate 95% of job executions

and still need 5 people, 3 tools, and 1 hour of coordination every time a

critical job fails. The executions were automated. The operation was not.
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What It Costs

The cost of the Human Recovery Layer hides inside numbers enterprises already track.
Research commissioned by Splunk with Oxford Economics puts unplanned downtime at $600
billion annually across the Global 2000, up 50% in two years, with the average organization

losing $95 million a year in revenue alone. New Relic's 2025 survey of 1,700 IT leaders found
high-impact outages carry a median cost of $2 million per hour, and engineers already spend
33% of their time firefighting rather than building. Every failed background job that waits on
context gathering, ownership searches, and approval chases draws from both accounts: the
outage clock and the specialist's calendar.

Human Recovery Dependency measures how much manual effort, specialist
knowledge, and cross-team coordination a failed job requires before the business
process resumes. It is the number your automation coverage metric hides.

Specialist dependency Does recovery require one specific person or senior expert?
Handoff count How many teams participate before action begins?
Context assembly How many systems must the team inspect first?

Approval delay How long does the safe decision take to authorize?
Repeatability Has the same failure occurred before, with the same fix?
Restart precision Does the team restart one step or rerun the full chain?
Validation depth Is completion verified technically and commercially?
Evidence quality Is the full decision and action history recorded?

Ask a vendor and every dimension has a feature. Ask your own estate and every dimension has
a score. The scorecard on page 10 rates all 8. First, the matrix on the next spread provides the
decision rules the scores feed into.
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The Automate-Approve-Escalate
Matrix

Every failed SAP job should land in one of three lanes: it recovers automatically, it recovers after
a human approves, or it escalates to a specialist. The lane is not a property of the platform you
run. It is a property of the failure itself, and it can be determined before the failure ever
happens by testing the scenario against 5 factors. This matrix is platform-agnostic by design:
apply it to your estate whatever tooling you operate today. What changes with tooling is only
how much of the outcome you can execute.

THE 5 FACTORS

_

Repeatability Has this failure occurred before with the same verified resolution?

Reversibility Can the corrective action be safely undone?

Does the job touch finance, payroll, supply chain, manufacturing, or

Business criticality X
compliance?

Could a restart create duplication, sequencing errors, or data

Downstream impact ) ;
inconsistency?

Confidence Do the logs and system conditions clearly point to one recovery action?

HOW THE FACTORS PULL

Repeatability and confidence pull toward Automate. Criticality and downstream impact pull
toward Approve. Low confidence or irreversibility overrides everything and sends the scenario
to Escalate.

The factors are not a checklist where any single answer decides the lane. When in doubt, a
scenario belongs one lane to the right: the cost of an unnecessary approval is minutes, the cost
of a wrong automated restart is a data incident.
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The Three Lanes

Governed self-healing.

The cause is known, the fix is proven, the action is reversible, downstream impact is controlled,
and validation can run automatically. The failure recovers without human involvement, and the
full action history is recorded.

Example: a job fails because a technical user is locked. The unlock-and-restart procedure has run
successfully 40 times. It executes automatically, validates completion, and logs the evidence.

APPROVE Human-authorized recovery.

The cause is understood and the fix is repeatable, but business or data impact requires a human
to accept the risk before execution. The system assembles the context and recommends the
action; a person authorizes it in one step.

Example: a failed billing job is safe to restart, but only after confirming no duplicate postings. The
operator reviews the assembled context and approves the restart from where they work.

ESCALATE Specialist-led investigation.

The cause is new or unclear, data integrity is uncertain, systems show conflicting states, or the
action is hard to reverse. No automation should touch it. The system's job is to hand the
specialist complete context instead of a bare alert.

Example: a job chain affecting inventory postings fails across SAP and an external warehouse system
with mismatched states. A specialist investigates, with logs, dependencies, and impact already
assembled.

Classify once, before the failure. A recovery decision made at2 AM is a

guess under pressure. The same decision made in advance, against 5
factors, is policy.
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The Maturity Path

Maturity in job recovery is not about how sophisticated the tooling is. It is about who owns the
recovery decision. The same estate can sit at level 1 with a modern platform or at level 3 with a
modest one, because the difference is whether recovery lanes are decided in advance as policy
or reconstructed live during each incident. The four levels below are defined by decision
ownership, and the matrix is how an enterprise moves from level 2 to level 3.

Level 1 - Manual Firefighting (Owned by whoever responds)

Outcomes depend on shift, experience, and availability, and the same failure produces different
responses on different nights.

Level 2 - Guided Recovery (Owned by teams)

Runbooks and tribal knowledge resolve known failures faster, but the knowledge sits outside
systems, the runbooks age, and coordination between teams remains manual.

Level 3 - Classified Recovery (Owned by policy)

Every recurring scenario has been placed in a lane through the 5-factor test, approvals
route to named authorities, and incident response becomes execution of a decision
already made.

Level 4 - Governed Self-Healing (Owned by a governed system)

The Automate lane runs without intervention: known failures recover, validate, and
record evidence on their own. Humans hold the Approve and Escalate lanes, and
proven resolutions are promoted into Automate on evidence.

The matrix moves you to level 3. Promotion through evidence moves you to level 4.

Where Humans Stay In Control

Level 4 is not full autonomy, and the distinction matters. The market currently rewards the loudest self-
healing claims, but an estate where everything self-heals is an estate where nobody decided what
should not. Mature operations run all three lanes deliberately: automation earns its scope through
repeated, validated success, consequential actions keep a named human authorizer, and novel failures
always reach a specialist with full context. The goal is not removing people from recovery. It is removing
recovery from the list of things people must improvise.
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The Governed Recovery Control Layer

Running all three lanes as policy requires a control layer with 10 capabilities. The list below is
the specification, whatever platform provides it. An honest evaluation of any recovery tooling,

including what you run today, is how many of these it covers and how many still live in the

Human Recovery Layer.

Failure context assembled automatically: job, chain, Dependency visibility across SAP and non-SAP

logs, and dependencies in one view systems

ITSM integration: incidents created, updated, and Collaboration integration: decisions presented where
closed by the recovery flow itself operators already work

Recommended recovery actions drawn from prior Governed approvals routed to named authorities,
resolutions with one-step authorization

Cross-system execution of corrective actions Selective restart of a job, a step, or a chain, without

rerunning completed work

Post-execution validation, technical and business Evidence captured at execution time: every decision,
approval, and action recorded

How Symphony Covers It

Symphony operates this control layer in production. Failed jobs surface with context through alerts at job,
chain, and SAP step level, including long-running job detection, with execution visibility flowing into SAP
Cloud ALM. Incidents open and close through native ServiceNow and Jira integration. Maestro presents the
failure, the context, and the recommended action inside Microsoft Teams, where the operator approves
consequential recovery in one step. Agentic isAl executes the approved correction across application,
database, OS, and cloud layers, and Symphony restarts selectively, down to a single SAP job step within a
chain, holding downstream jobs when predecessors overrun. Maintenance windows are honored through
scheduled suspend and release, with suspended jobs executed or skipped after the window by policy. Every
change and action carries a full audit trail under role-based access control, and workflow changes
themselves pass through approval-gated versioning. Recurring failures with proven resolutions run as
governed self-healing: Symphony re-triggers failed jobs and routes workflows based on job logs and
execution outcomes, keeping the Automate lane earning its scope through evidence.

PROVEN IN PRODUCTION

200k

Utilities enterprise: 190 production jobs
migrated from Control-M in 10 weeks,

510k

European food company: 278
production jobs moved from a legacy
chains up to 100 jobs, SAP S/4HANA and
non-SAP database workloads.

workload automation platform with zero
go-live issues.

Figures are outcomes from BCS customer engagements.
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Global consumer goods cooperative: 610
jobs onboarding across 12 SAP

production landscapes on RISE, in an
ongoing S/4HANA transformation.
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Score Yourself

Rate your estate across the 6 dimensions below, scoring each from O to 3 using the definitions
provided. The scoring takes 10 minutes with the people who handled your last critical job
failure in the room. Be honest about how recovery works on a bad night, not how the runbook

says it works.

Named on-call,
informal authority

Ownership

Context

Decision

Execution

Validation

Evidence

Whoever responds
decides

Assembled by hand
from multiple systems

Reconstructed from
memory each time

Fully manual corrective
actions

Green status is
accepted as done

Reconstructed if audit
asks

READING YOUR SCORE

Partial context in one
tool

Runbooks exist,
coverage uneven

Scripts exist, run by
hand

Technical completion
checked

Ticket notes, written
after the fact

Documented owners
per process area

Most context in one
view, gaps remain

Known failures have
documented paths

Partial automation,
manual handoffs
between systems

Technical always,
business sometimes

Consistent records,
manual effort

Every scenario has a
named decision authority

Full context assembled
automatically at failure

Every recurring scenario
classified into a lane in
advance

Approved actions execute
across systems
automatically

Technical and business
completion verified every
time

Full history captured
automatically at
execution time

Manual firefighting. Recovery depends on individuals. Start by classifying your 10 most
frequent failures with the matrix.

Guided recovery. Knowledge exists but lives outside systems. Priority: move decisions from
runbooks into policy and route approvals to named authorities.

Classified recovery. Policy owns the decision. Priority: automate the Automate lane end to
end, including validation and evidence.

Governed self-healing. Protect it: review lane assignments quarterly and promote proven
resolutions on evidence, not convenience.

Your lowest-scoring dimension is your next project; your Decision score tells you whether
the matrix is where to start.

runsymphony.com
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5 Questions For Your Next Operations
Review

.I Which of our business-critical processes depend on overnight
background jobs?

2 What happens today, step by step, after one of those jobs fails?

3 How many people, tools, and handoffs does that recovery require before
action begins?

4 Which recurring failures still demand manual intervention, and why have
they not been classified?

5 What evidence would prove, to an auditor or to us, that the last recovery
completed correctly?

These questions need no new tooling to ask, and asking them is the fastest way to see your
own Human Recovery Layer. If the answers depend on who is in the room, your estate is
running on availability instead of policy. The matrix in this paper is how that changes: classify
the failures you already know, route the approvals to named authorities, and let automation

earn its scope through evidence.
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